IHpunoxenue Ne2.
Nudopmannonnas naMsiTka Ui 00y4al0MUXCs VIS pa3MellleHus1 Ha

O¢puunanbubix HHTEpHET-pecypcax

C KaXXJAbIM IoaOM MOJIOJACKHU B MHTCPHETC CTAHOBUTLCSA 60J'IBH_IC, a IIKOJIbHHUKH
OOHH M3 CaMbIX AKTHBHBIX MOJb30BaTeNICH PYHETa. MC)KI[y TEM, IIOMHUMO OI'POMHOI'O
KOJIHN4YECCTBA BOSMO)KHOCTCfI, HHTCPHCT HCCCT U HpO6HCMBI. OTa maMmsaTKa JOJDKHA

[IOMOYb TeOe 0e30IMacHO HAaXOUTHCS B CETH.

Komnvromepnuie gupycul

KomnbroTepHblli BHpYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTrPaMM,
OTJIUYUTENIBHON OCOOEHHOCTHIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K pa3MHOXEHHUI0. B
JOTIOJIHEHHE K 3TOMY, BUPYChI MOTYT IMOBPEIWTH WU TOJHOCTHIO YHUYTOXHTH BCE
daiinel ¥ JgaHHBIC, TOJAKOHTPOJBbHBIC IOJIL30BATENI0, OT HUMEHU KOTOpOTrOo Oblia
3amylieHa 3apakE€HHas MNporpaMMa, a TaKXKe MOBPEIUTh WIM JaKe YHUUYTOXKUTD
ONEepallMOHHYI0 CHUCTEMY CO BceMHu (haillamMmu B 1esioM. B OonbIIMHCTBE cllydaes

pPacIpoOCTPaHSIOTCS BUPYCHI Yepe3 UHTEPHET.

Mertozsl 3aUThI OT BPEJOHOCHBIX ITPOTPaMM:

1.  Hcrnonp3yl COBpEMEHHBIE ONEPAUOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IPOrPaMM;

2. IloctosHHO ycTraHaBnuBaii mautu (UQPOBBIE 3aIUIATKH, KOTOPHIE
ABTOMATUYECKH YCTaHABIMBAIOTCS C IIEJIbIO JOPAOTKUA MPOTpaMMBbl) U JPyTHE
OOHOBJICHUSI CBOEH omepanuoHHOW cucTembl. CkauymBall WX TOJIBKO C
opummanpHoro caiita pazpadorunka OC. Ecmu cymectByer pexum
aBTOMAaTHYECKOTr0 OOHOBJICHUS, BKIIIOUYH €r0;

3. Paboraii Ha cBoeM KOMIIBIOTEpE TMOJ] TpaBaMU IMOJH30BATENSI, a HE
aIMUHHUCTpPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MpPOrpamMm
MHCTAJUIMPOBATHCSI HA TBOEM MEPCOHAITBHOM KOMITBIOTEPE;

4. Hcnonb3yid aHTUBUPYCHBIE TPOTPAMMHBIE MPOYKThI H3BECTHBIX

MIPOU3BOAUTEIICH, C aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;



5. OrpaHuub (pU3NYECKUNA JOCTYI K KOMIIBIOTEPY JUIsl HOCTOPOHHUX JIULL;

6. HMcnonw3yil BHEIIHUE HOCUTENU MHPOPMAIINH, TAKKE KaK (IIelIKa, TUCK
WK (aiin U3 MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He otkpbIBaii KOMIbIOTEpHbIE (ailsibl, MOTYYEHHBIE W3 HEHAJEXKHBIX
UCTOYHUKOB. Jlaxke Te (aiibl, KOTOpbIe MpHCIadl TBOW 3HAaKOMbINA. Jlydie

YTOYHU Y HEr0, OTHPABIISI JIU OH TeOe HX.

Cemu WI-FI

Wi-Fi - 310 He BUJ Nepenayd JaHHBIX, HE TEXHOJIOTHsS, a BCEro JIMIIL OpeH,
mapka. Eme B 1991 romy HuaepiaHjckas KOMITAHUSI 3aperucTpupoBalia OpeH]
«WECA», uro ob6o3nauano cioBocouetanne «Wireless Fidelity», xotopsrii

HepeBOHHTCHlﬁﬂ(«6CCHpOBOHHaHTOqHOCTB».

Jlo Hamiero BpeMeHH JomLIa apyras abOpeBuarypa, KoTopas SBISICTCS TaKOH ke
Texunosorueii. 9to adbopeBuarypa «Wi-Fi». Takoe Ha3BaHKe OBLIO JaHO C HAMEKOM Ha
CTaHIApT BBICIIMK 3BYKOBOW TexHuku Hi-Fi, 4To B mepeBoje O3HA4YaeT «BBICOKAS

TOYHOCTDB)».

Ja, OecruiaTHBIA WHTEPHET-IOCTYN B Kade, OTeNsAX U a’pornoprax SBISETCS
OTJIMYHOM BO3MOXHOCTBIO BBIXOJla B MHTEpHET. HO MHOrme skcrepTsl CUMTAIOT, YTO

obmenocrynasie WIiFi cetr He sSBISIOTCS 0€30MaCHBIMH.

CogeTbl 110 Oe30macHOCTH padboTe B 00menoctymabix cetsx Wi-fi:
1. He mepenaBaii cBoro muHyI0 HHPOpMANUIO Yepe3 obmenoctymabie Wi-
Fi cern. PabGorast B HHX, KeTaTeIbHO HE BBOJMTH IMAPOJIH JOCTYIIA, JOTHHBI U
KaKhe-TO HOMepa;
2. Hcnonw3yii 1 0OHOBIIAN aHTUBHPYCHBIE TPOTpaMMBbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIlb ce0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOHCTBO;
3. Ilpm wmcnonb3oBanmn WIi-Fi otkimroun ¢yHKuo «OOmui IOCTym K
daiinam u mpuaTepam». JlaHHas QYHKIHS 3aKphITa IO YMOJIYAHUIO, OTHAKO
HEKOTOPHIE TIOJL30BATENIM aKTUBUPYIOT €€ IS yA00CTBa MCIOJB30BaHUS B

paboTte win y4eoe;



4. He ucnonb3yit nyonuunsiit WI-FI nns nepenaun aM4HbIX JaHHBIX,
HaAIPUMED JIJIS - BBIXOJIa B COITMAIBHBIC CETH WIIH B 3JIEKTPOHHYIO TIOUTY;

5.  Hnonw3yii Tonbko 3amuiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.C. IPH Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOwibHOM Tenedone orkioun GyHknuto «lloxkmouenune k Wi-Fi
aBTOMarnyeckn». He normyckaii aBTOMaTUYE€CKOrO NOAKIKOUYEHUS YCTPOUCTBA

k cetsim WIi-Fi 0e3 TBoero corjacus.
Coyuanvhvie cemu

CouuanbHble CETU aKTUBHO BXOJST B HaIlly JKM3Hb, MHOTHE JIIOJIU PAa0OTAIOT U
’KMBYT TaM TIOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan MusuiMap/ 4eaoBeK, 4To
SIBJISIETCS OJHOM CEJIbMOM BCeX JKHUTEJEM InIaHeThbl. MHOTHE MOJIb30BaTelid HE
MOHUMAIOT, YTO MH(OpMAITUs, pa3MEILICHHAs: MU B COLIMAIIBHBIX CETIX, MOXKET OBITh
HaliJleHa W UCIIOJIb30BaHa KE€M YTrOJHO, B TOM 4YHCJE HE 00s3aTeabHO C OJarumMu

HaMCPCHUAMU.

OcHOBHBIE COBETHI MO OE30MACHOCTH B COIUATBHBIX CETAX:

1. Orpa#udb CHHUCOK apy3ed. Y TeOs B Jpy3bsAX HE JOJDKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJCH;

2. 3amuiiai CBO0 4acTHYIO KuU3Hb. He yka3piBait maposu, TenedoHsl,
azpeca, 1aTy TBOETO POXKACHUS U APYTYIO JUYHYIO HHPOPMAIIHUIO.
310YMBITINICHHUKH MOTYT HCTIOJB30BaTh J1ayke HH(OPMAITUIO O TOM, KaK Thl U
TBOU POJIUTEIIN IUIAHUPYETE MIPOBECTU KAHUKYJIbI;

3. 3amumaii CBOIO pEmyTaluio - JEpKU €€ B YHWCTOTe W 3aaaBail cebe
BOIIPOC: XOTeNl Obl Thl, YTOOBI JpYyrue TMOJb30BATENN BHUIEIU, YTO ThI
3arpyxaems? [logymaii, mpexkiae 4YeMm 4TO-TO ONyOJMKOBaTh, HamucaTh U
3arpy3uTh;

4. Ecnu TbI TOBOpHIIB C JHOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE
peangbHOe UMS U APYTYIO JIUUYHYIO UH(DOpPMALIMK: UMS, MECTO >KUTEJIbCTBA, MECTO
yueObl U Mpouee;

5.  W30eraii pazmemienus gotorpaduii B uTepHere, rae Tbl H300paKeH Ha



MECTHOCTH, I10 KOTOPOU MOKHO OIIPENEIIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu peructpanuum B COLUMANBHOW CETH HEOOXOAMMO HCIOJIb30BATh
CJIOXHBIE MAapOJIK, COCTOALIME U3 OYKB U HU(DP U C KOIMYECTBOM 3HAKOB HE MEHEE
8,

7. Jist  couuManbHOM ceTH, MOYTbl W JPYrUX CalTOB HEOOXOIUMO
UCIIONB30BaTh  pasHble mapond. Torma eciaum  TeOs  B3JIOMAawT,  TO

3JI0YMBIIIUIEHHUKH TIOJIy4aT JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.
OnekmpoHHble OeHbeU

DNEeKTPOHHBIE IEHbI'M — 3TO OYE€HB YA00HBIN CIIOCO0 TUIATEeXEH, OJTHAKO

CyYICCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IMMOJYYUTh 3TU ACHBI'HU.

DNEeKTpOHHBIE JEHbI'H TTOSBIJINCH COBCEM HEJaBHO U UMEHHO M3-3a 3TOTO BO
MHOTHX IOCYJIapCTBaX JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKIIMOHHPYIOT M O HUX Y€ MPOIKCAHO B 3aKOHE, TJe UX
pa3nessaioT Ha HECKOJIBKO BUAOB - aHOHUMHBIE M HE aHOHMMHBIE. Pa3Huiia B TOM, 4TO
AaHOHMMHBIE - OTO T€, B KOTOPBIX pa3pemaeTcss MPOBOAWTH oOmepanuu 0e3
UACHTU(PUKALIUKA TIOJIb30BATENS, & B HEAHOHWMHBIX HIACHTU(UKAIIMU TOIh30BaTENs

SABJISIETCS 00sI3aTEBHOM.

Taxxe cnemyer pa3ndyaTh OIEKTPOHHBIE  (uUaTHBIE JEHBIM  (pPaBHBI
TOCYIapCTBEHHBIM BalllOTaM) H OJEKTPOHHBbICE HeduaTHble JeHBIH (HE paBHBI

rOCYJapCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOI paboTe C AIECKTPOHHBIMU JCHBIAMH:
1. TlpuBsixu K cueTy MOOWIbHBIN TenepoH. DTO camblii YJOOHBIH W OBICTPHIA
croco0 BOCCTaHOBUTH JNOCTYyN K cueTy. [IpuBsizannblil TenedOH MOMOKET, €CIu
3a0y/enmb CBOM ITUTATEXKHBIM Tapoib WIM 3aiIellb HAa CAaUT ¢ HE3HAKOMOTO
YCTPOWCTBA;
2. Ucnonb3yit ogHopasosele maponu. [lociie nepexona Ha yCHIEHHYIO aBTOPU3ALIAIO
TeOe yxe He OyZleT yrpoKaTh OMAaCHOCTh KPaXXd WJIM TMepexBaTa IJIaTeKHOTO

apoJs;



3. BoibGepu cnoxHblil mapons. [IpectynHukaM OyaeT HE MPOCTO yrajaarh CIOKHBIN
napoib. HanexxHble napoian — 3TO Maposiv, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHBIE U MPOMUCHBIE OYKBBI, ITU(PHI U HECKOIBKO CUMBOJIOB,
TaKMe KakK 3HaK joJuiapa, (yHTa, BOCKIMILATENbHBIM 3HAK W T.n. Hampumep,
StRONg!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CAalTax, KOTOPBIM HE JOBEPSCILb.
OnekmpoHHas nouma

SHeKTpOHHaSI mo4uTa — 3TO TCXHOJIOTHUA U MPCAOCTABIISICMBIC CHO YCIIYTI'U 110
MEPCCHUIKE U MMOJIYYCHUIO 3JICKTPOHHBIX COO6H.I€HPIﬁ, KOTOPBIC paCIipCACIAOTCA B
KOMHBIOTCpHOﬁ cetu. OOBIYHO C—)JIGKTpOHHBIﬁ MMOYTOBBIN SIIUK BBITTIAAUT CICIYIOIINM
06pa30M: I/IMSI_HOJILBOBaTCHSI@HMH_}IOMGH&. Taxxe KpOMC Iiepcaadu IpoCcToro Te¢KCra,

HMCCTCA BO3MOKHOCTD IICPCAABATH (l)aﬁﬂbl.

OcHOBHBIE COBETHI MO O€30MaCHOM paboTe ¢ INEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh mpaBWIBHBIM TOYTOBBIM cepBUC. B WHTEpHETE ecTh
OTPOMHBIN BBIOOp OECIIaTHBIX MOUYTOBBIX CEPBHCOB, OJHAKO JIyYllle JOBEPSATH
TE€M, KOTO 3HAEIIb U KTO MEPBBIM B PEUTHUHTE;

2. He ykaspiBait B nmuuHO# moute audyHyto wHGopmMaluoo. Hampumep, mydiie
BBIOpATh «MY3BIKaJIbHBIN (aHaT@» uiu «pok2013» BMecTo «remal3»;

3.  Hcnonp3yih HABYXdTanHYK aBTOpU3ALMI0. OJTO KOrJa MHOMHMO Mapoiis
HY>KHO BBOJUTH KOJI, TPUChUTaeMBbIN 110 SMS;

4. BriGepu cioxHBIN 1apotb. [ KakI0ro IMOYTOBOTO SIIHUKA JOJIKEH OBITH
CBOW HAJEKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTtp BO3MOXHOCTBH HalHWcaThb CaMOMYy CBOM JIMYHBIA BOIPOC,
HCMOJIb3YH 3TY BO3MOYKHOCTB;

6. Hcnonb3yli HECKOJIBKO TMOYTOBBIX SINUMKOB. [lepBbI [  4acTHOM
MEPEINUCKHU C apecaTaMu, KOTOPbIM Thl JOBEPSIEIIb. DTO IEKTPOHHBIN aJpec HE
HaJI0 UCMOJIb30BaTh MPU PErUCTpalMy Ha (popymax u canTtax;

7. He otkpbiBail ¢aiisibl U apyrue BJIOKEHHS B MHChbMax JaXe €CIu OHU

MPUIIUIK OT TBOUX Jipy3eil. Jlydille yTOUHM y HUX, OTIPABIISLIA JIU OHU TeOE 3TH



(aiiibr;
8.  Ilocne oxoHuaHus pabOTBl Ha IOYTOBOM CEpPBHCE MEpPE] 3aKpbITUEM
BKJIaJIKH C CAiTOM He 3a0y/]1b HaXxaTh Ha «BeIATIY.

Kubepbymune unu eupmyanvhoe uzoesamenbcmeo

KubepOymmHr — npecienoBanne COOOIIEHUSIMHU, COJAEPKAIIUMU OCKOpPOIEHU,
arpeccHio, 3amyruBaHUe; XYJIUTAaHCTBO; COIMATbHOE OOMKOTHPOBAHHE C IOMOIIBIO

Pa3JIMYHBIX THTCPHET-CCPBUCOB.

OcHoBHBIE COBETHI IO OOpbOE ¢ KNOEPOYIITUHIOM:

1.  He Opocaiics B 60ii. Jlyumuii cnoco6: mocoBeTOBAaThCS Kak ceOsl BECTH U, €CIH
HET TOT0, K KOMY MOXHO OOpaTUThCS, TO BHAYaJIe YCIIOKOUTHCSA. Ecnu Thl HauHen b
OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJIEHHUS, TO TOJIbKO ele OOJbIIe Pa30kKKellb
KOH(JIUKT;

2. Ympapnsii cBoell kubeppemnyTaiue;

3. AHOHMMHOCTbH B ceTd MHUMAasl. CyIlIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He cTout BecTu XyJnuraHcKuii 00pa3 BUpTyanbHOU *Ku3HHU. IHTepHET DUKCUpYET
BCE TBOM JICUCTBUS M COXPAHAET UX. Y AAIUTh UX OyAET KpailHe 3aTpyAHUTEIbHO;

5.  CoOmroaii CBOM BUPTYaJIbHYIO Y€CTh CMOJIOY;

6. HWrnopupyit enuHnuHbIii HeratuB. OTHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHHS
Jydlle urHopupoBaTh. OOBIUHO arpeccus MpeKpaliaeTcs Ha Ha4ajJbHOU CTaIuu;

7. ban arpeccopa. B mnporpammax oOMeHa MrHOBEHHBIMH COOOLICHHUSIMH, B
COLIMATBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKHPOBKHM OTIIPaBKU COOOIICHHUN C
ONPENIEIICHHBIX aPECOB;

8. Ecmm Tbl cBugerens kuOepOysivMHra. TBoum JeHCTBUA: BBICTYNUTH IPOTHB
[IpeciieIoBaTeNsl, IOKa3aTh €My, YTO €ro JEWCTBHS OLIEHHWBAIOTCS HEraTHBHO,
NoJIEpKaTh KEPTBY, KOTOPOW HYKHA IICHUXOJIOTMYECKash IOMOIb, COOOIIUTH

B3pOCIBIM 0 (haKTe arpeCCUBHOTO MOBEJICHUS B CETH.

Mobunvrbiii menegon



CoBpemeHnHbIe cMapTHOHBI U TUIAHIIIETHI COJIEPKaT B ce0e BIIOJTHE B3POCIIbIi
(GyHKIMOHA, U TENepb OHU MOTYT KOHKYPUPOBATh CO CTAIlMOHAPHBIMU
KoMmmbloTepamu. OHAKO, CPEACTB 3AIIUTHI JJIsl MOJJOOHBIX YCTPOMUCTB MOKA OUYE€HB
Maiio. TecTupoBaHHE U MTOUCK YSI3BUMOCTEN B HUX MIPOUCXOAUT HE TAK MHTEHCUBHO,

kak ju1s [1K, 1o »e camoe kacaeTcs U MOOMIBHBIX MPUITOKEHUH.

CoBpeMmeHHBIE MOOWJIbHBIE Opay3ephl yxkKe MPaKTUUeCKH JOTHAIU HACTOJIbHBIC
aHaJIOTM, OHAKO pacuIupeHrne (GyHKIMOHAJA BIE€UYET 3a cO00M OOJIBIIYIO CIOKHOCTh U
MEHBIIYIO 3alIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE

KPUTHUYCCKUC YA3BUMOCTH IJIsI CBOUX yCTpOﬁCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUITBHOTO TeNeoHa:

1. Hudero He siBIsieTCS MO-HACTOSAIIEMY OCCIUTATHBIM. ByJlb OCTOpOXEH, BEIb
Korja TeOe mpeiararoT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO TUIaTHBIC YCITYTH,

2. Jymaii, pexxie yeM otrnpaButb SMS, ¢poto naum Buaco. Thl TOYHO 3HACIIID,

r7ie OHM OYyJyT B KOHEYHOM UTOTE?

3.  Heo0xoanMo 0OHOBIISITH OTIEPAITMOHHYIO CUCTEMY TBOETO cMapThOHa;
4. Hcrnonb3yit aHTHBHPYCHBIE TIPOTPAMMBI JUISI MOOWITEHBIX TENE(OHOB;
5. He 3arpyaii mpuio’)KeHUsI OT HEU3BECTHOTO UCTOYHHKA, BEIb OHH MOTYT

coJiepKaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECTICUCHHE;
6. [Tocne Toro xak Thl BRIMICIIH C caiiTa, I/ie BBOJWII JUIHYIO HH(POpMAITHIO,

3aiiIu B HACTPOWKH Opay3epa u yaainu CooKies;

7. llepmoamyecku nmpoBepsii KaKue IJIATHBIE YCIYTH AKTUBUPOBAaHBI HA TBOEM
HOMEDE;
8. JlaBaii cBOit HOMEp MOOHMIILHOTO Tesie)OHA TOIBKO JFO/ISIM, KOTOPBIX ThI

3HaCIIb U KOMY JIOBEPSCIIIb;
9. Bluetooth momkeH ObITH BBIKIIIOUEH, KOTa Thl UM HE MOJIb3yelibes. He

3a0bIBail MHOTIa MPOBEPSTH ITO.

Online uepwi



CoBpeMeHHBIE OHJIAMH-UTPBl - 3TO KPACOYHBIE, 3aXBaTHIBAIOLIUE PA3BIICUCHUS,
O0OBEUHSIONINE COTHH THICSAY YEJIOBEK 10 BceMy Mupy. Urpoku nccneayroT TaHHbIA UM
MUp, OOIIAIOTCS APYr C APYIOM, BBIMOJHSIOT 3aJlaHUs, CPaKarOTCsl ¢ MOHCTpPAMU U
[IOJIy4alOT OIBIT. 3a YJIOBOJBCTBHE OHM IIATAT: IOKYMAOT JAHWCK, OIUIAYMBAIOT

a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIILIUH.

Bce st cpeacTtBa MAYT Ha IMOAACPKAHUC W PA3BUTHUC UIPBI, @ TAKIKC Ha CaMy
0e30MMacHOCTb: COBCPIICHCTBYIOTCA CUCTCMbI ABTOPHU3AalIUHN, BBIITYCKAIOTCA HOBBIC ITIATUYH

(urdpoBbIe 3aMmIaTKU sl IPOrPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOIIO6HBIX Urpax CTOUT OIIACAThCA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO

KpaXu TBOCTO IMapoJIsid, HA KOTOPOM OCHOBAHA CUCTCMA dBTOPHU3AlINU OOJBIINHCTBA urp.

OcHOBHBIE COBETHI 110 OE30MTAaCHOCTU TBOETO UTPOBOT'0 aKKayHTa!
1. Ecnm npyro# urpok Benet ceOsl TNIOX0 WK CO3/1aeT Te0e HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;
2. Iloxanyiics agMUHHCTpAaTOpaM UIPbl Ha ILIOXOE MMOBEIEHUE 3TOTO UTPOKA,
KeIaTeNbHO NPUIIOKUTh KaKHe-TO JJOKa3aTeIbCTBA B BUJE€ CKPUHOB;
1. He yka3biBaii muunyto uHGOpMaIno B ipodaiisie urpsl;
2. YBaxail Apyrux y4aCTHUKOB IO UTPE;
3. He ycranaBnuBaii HeopuIIMaabHBIC TATYH U MO/IBI;
4. Hcnonb3yl CIIOKHBIE U pa3HbIC MapoJiu;
3. Jlaxxe BO Bpems UIpbl HE CTOUT OTKJIKOYaTh aHTUBUPYC. [IoKa Tl urpaenis,

TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

Duune unu Kpasica Tu4HblX OAaHHbIX

OOBIYHOM Kpa)kel JIeHeT U IOKYMEHTOB CETOJIHS YK€ HHUKOTO HE yAHMBUIIb, HO C
Pa3BUTHUEM HWHTEPHET-TEXHOJOTUN 3JIOYMBIIIJICHHUKH ..NEPEMECTUINCh B UHTEPHET, U

IpoaAO0JIZKAOT 3aHUMATLCA TIOOMMBIMY JACIIOM.

Tak mosiBUIIach HOBas yrpo3a: MHTEPHET-MOUIEHHUYECTBA WM (PUIIUHT, TJIaBHAS
1[eJIb KOTOPOTO COCTOUT B MOJYYEHUH KOH(DUACHIMATBHBIX JAHHBIX MOJIb30BaTEIEH —

JOruHOB | mapoiied. Ha anrmuiickom si3bike phishing unrtaercs kak ¢ummar (ot fishing



— pBIOHAS JIOBJIS, PASSWOrd — mapoJib).

OcHOBHBIE COBETHI IO OOpHOE C (PUITUHTOM:

L. Cnean 3a cBoMM akkayHTOM. Eciu Tbl
noJl03peBaeclib, 4YTO TBOS AaHKeTa Oblla B3JIOMaHa, TO HEOOXOIUMO
3a0JIOKUPOBAaTh €€ W COOOIIUTh aJIMHUHHUCTpATOpaM pecypca o0 3TOM Kak
MOKHO CKOpEE;

2. Hcnonws3yit Oe3zonacHble BeO-CailThl, B TOM 4YHCIE, HHTEpPHET-
Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Hcnonw3y#t cnoxxHble i pazHbie nmapoiu. Takum oOpas3oMm, eciid TeOs
B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKH MOJy4aT JOCTYI TOJBKO K OJIHOMY TBOEMY
npo(duITto B CETH, a HE KO BCEM;

4. Ecnu 1e0s B3OMaNH, TO HEOOXOAMMO MPEAYyNpPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE OOABIEHBI Y TE€0S B APY3bsiX, O TOM, YTO TeOs B3IOMAaIU
M, BO3MOXHO, OT TBOEro HMMEHHU OYAET pacchliaTbCsl ClIaM M CCBUIKM Ha
(PUIIMHTOBBIE CAMTHI;

5. YcraHoBu HaaexHbli napoik (PIN) Ha MOOMITBHEIH TenedoH;

6.  OTkirouM coxpaHeHHe naposs B Opaysepe;

7. He oTkpsiBaii aiiiasl u Ipyrue BIOKECHHS B MHChMax JaKe €CIIM OHU
HOPULUIA OT TBOMUX Apy3ei. Jlydile yTOYHHM y HUX, OTIPABIISIIM JIU OHU TeOe 3TH

(abI.

Lugposas penymayus

[udposas pemyranus - 3TO HETaTUBHAS WM MO3UTHBHAS WH(OpMAIUSI B CETH O
tebe. Kommpomerupyromas wuHpOpManusi, pa3MelieHHass B HWHTEPHETE MOXKET
CEphE3HBIM 00pa30M OTPA3UTHCS Ha TBOEH peanbHOl xu3Hu. «{udposas pemyrarmus» -

9TO TBOW UMUK, KOTOPBIN (hopMupyeTcs n3 nHPpopManuu o Te0e B UHTEPHETE.

TBOe MecCTO KUTEIhCTBA, yueObl, TBOE€ (DMHAHCOBOE MOJOKEHUE, OCOOCHHOCTH

XapaKTepa U pacckasbl 0 OJU3KUX - BCE ATO HAKATUIMBAETCS B CETH.

MHorue INOAPOCTKH JICTKOMBICIICHHO OTHOCATCA K HY6JII/IKaI_II/II/I JIMYHOM



uHpopmaiuu B VHTepHeTe, HE MOHMMAas BO3MOXHBIX NHociaeAcTBUH. Thl maxe He
CMOXKeEINIb J0TafaThcsi O TOM, uTo (ororpadus, pasmenieHHas S5 JIeT Ha3al, craja

MIPUYMHOM OTKa3a MPUHATH TeOsI Ha padoTy.

KommenTtapuu, pasmenienre TBoux (goTorpaduil U apyrue ACHCTBUS MOTYT He
MCYE3HYTh JAXKE MOCJIE TOr0, KAK Thl X yAalHIlb. bl HE 3HACIIb, KTO COXPAHUI ATY
uH(poOpMaIMIo, Momnajga JM OHAa B TMOUCKOBBIE CHUCTEMBl M COXpaHWJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpyKaroulee JI0AU, KOTOpble HAaWAYT U YBUIAT 3TO.
Haiitu nndopmaiuio MHOTO JIET CITYCTsI CMOXKET JIF000H - KaK U3 A00PHIX MOOYKIECHUMH,

TaK U ¢ HAMCPCHHUCM IIPUYNHUTH BPC. ODTO MOXKET OBITH KTO YroaHo.

OCHOBHBIC COBETHI 110 3aIIUTE ITU(POBOH peITyTAIUH:
1. Tlomgymaii, mpex e yeM 4TO-TO IyOJIMKOBATh U TIEPe1aBaTh y ceOs B
0J10TC UM B COLIMAJILHOM CETH;
2. B HacTpoiikax mpodwis yCTaHOBU OTpaHUYCHHS Ha IIPOCMOTP TBOECTO
pOdUIISA U €ro COACPIKUMOTO, CACNIal €ro TOJBKO «IJIS IPY3eii»;
3.  He pa3memnaii u He yka3biBaii HHOOpPMAIHIO, KOTOPast MOYKET KOTO-

00 OCKOPOIATH UIN OOMKATh.

Aeémopckoe npago

CoBpeMeHHBIE MKOJIBHUKH- aKTUBHBIE TOJIb30BAaTENN ITM(POBOTO MPOCTPAHCTBRA.
OpHako maneko He BCE 3HAIOT, YTO MOJIb30BaHNE MHOTUMHU BO3MOXKHOCTSIMHU TG POBOTO

Mupa TpeOyeT cOOIOICHHS TIPaB HA UHTEIJICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMun «uHTEIUIEKTyallbHasE COOCTBEHHOCTH» OTHOCHTCS K  Pa3IMYHBIM
TBOPCHHSIM YE€JIOBEUECKOTO0 yMa, HA4YMHAs C HOBBIX HW300pPETCHHMId U 3HAKOB,
0003HayaroMMXx COOCTBEHHOCTh HA TPOJAYKTHI M YCIYTH , W 3aKaHYMBAs KHUTAMH,
dotorpadusmu, KUHODUIEBMAMU U MY3bIKAILHBIMU TIPOU3BEACHUSIMHU.

ABTOpCKME TpaBa - OSTO IIpaBa Ha WHTEIJIEKTYallbHYI0 COOCTBEHHOCTh Ha
MPOU3BEICHUS HAyKH, JIUTEPATypbl M HCKYCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B

Ka4eCTBE TapaHTHUU TOTO, YTO WHTEJJICKTYaJIbHBIM/TBOPUYECKUN TPy aBTOpa HE Oyner



HaIpPacHbIM, 1aCT €My CIPaBEUIMBbIE BOSMOXKHOCTH 3apadoTaTh Ha Pe3yJbTaTaX CBOErO
TpyJa, HOJYyYnUTh U3BECTHOCTh U Mpu3HaHue. Hukro 0e3 paspenieHus aBTopa HE MOXKET
BOCIIPOM3BOJIUTH €r0 NPOU3BEAECHHUE, PACHpPOCTPaHsITh, MYOJIMYHO JEMOHCTPHPOBATH,
MpoJaBaTh, UMIIOPTHUPOBATh, MyCKaTh B MpPOKAT, IMyOJUYHO HCIOJHATH, MOKa3bIBATh/

UCIIOJIHATH B 3Qupe Ui pazmeniats B MaTepHeTe.

Hcnons3oBaHue «(IIUPATCKOTO» MPOTPpaMMHOI0 oOecIieueHUsT MOJKET IMPHUBECTU K
MHOTUM pHUCKaM: OT MNOTCPHU MHJAHHBIX K TBOUM a4aKKAyYHTAM 10 6J'IOKI/IpOBKI/I TBOCTO
YCTpOﬁCTBa, rac yCTaHOBﬂeHHBIﬁ HC JICTaJIbHAA IMpOorpaMma. He crout Takxe 3216BIB21TB,

YTO CYIIECTBYET JierajbHbIC U O€CIUIATHBIC MPOrPAMMBI, KOTOPbIE MOYKHO HAWTH B CETH.
O nopmarne

CeTeBUUOK. p(b - TBOM TJIaBHBIM COBETYUK B CETH. 3)1605 Thl MOKCIIb Y3HATH O
0€30IMacCHOCTH B CETH IIOHSITHBIM H JOCTYIIHBIM A3BIKOM, a IIpU BO3HHUKHOBCHUU
KpPITPI‘ICCKOﬁ CUTyalnuunu 06paTI/ITBCSI 3a COBETOM. A TaKxke I[IPUHATL Y4YaCTHC B
KOHKYpCaX U CTaTb CaMbIM LII/I(prBLIM rpaxx 1aHuHOM.



